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Abstract: Personalized collect policy is one of the necessary conditions for effectively monitoring threats in the complex
network environment. However, differences in security requirements and threat types make it difficult to effectively gen-
erate personalized collect policy. To address the above problem, a collection policy automatic refinement method was de-
signed. Firstly, a hierarchical model of collection policy was proposed. Then, by transforming the policy refinement into a
nonlinear optimization problem, a genetic algorithm was designed to balance between collection revenue and collection
cost. Finally, simulation experiments verify that according to the requirements of high-level monitoring, the acquisition
scheme can be automatically generated.
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484 FREQ FRuRSEFRRAEMR

EX 4 REFEMHK L (CPR, collection policy
refinement) A M 51 2 W I 75 5K B E RAEAC B T $4
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AR HERE AR SIS R

detect threat: DDoS; condition: CPU utility < 10%,
network bandwidth <10; collect content: OS Log-1,
CPU Utility-2, Memory Utility-2, ProcessInfo-1.

B R I DDoS Biti, L&t hE G
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56 AT/ T 10 KB, SREETUNERAER G H & CPU
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B IR AR 1. 20 20 145,

SRS RS A R I B R Py SE AL L T — &
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if d;.location in s then
r;=FindResourcesStatus(d;)
5) DT=DTU {dj};

6) endif

7) end for

8) for each d;in DT do

9) p;= SearchPolicy(z, c, r;);

10) if p;/==null

11)  [p:item, p:.freq] = RefineEngine(z, c, r;);
12)  pitype =¢

13)  pidr=r;

14) P=P U {p;};

15) endif
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18) end for
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W4 PR BMICZ RS EIE (B 1 W)
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HIREETTIREE, ¢, > 05 x, AR i FIREMZE,
x, =0, SRR NIESLFEH 2 R, ek
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(operationalization), 2% 3 H br i &l (SIG,
softgoal interdependency graph) ¥ v Bk 14 i <l
(TIG, threat interdependency graph), WK 4 Frox.

TIG & XA

TIG=(V, E)
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REEREDEE S, 2K 4 P78 E2ille
IS, e=(vi,m)FKas v il vy LA ER R, H
F, vimE TV,

AL S SCHER[29] 70 1 B 73 2R 07 RS I 7
9, U T USRI T A HARISE MR . Ol
THECRAEITO B I (50, 2% Affleck %50
%] NFR HEZE AT o e Bt 45, ) At
V23R R SR AR TTURT Mo 00l Jolp ) DT R 5 o

o, BRI E N

YTTG 7,00 < TTG, , <1.0 (5)
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REAKAE, “17 ARERE. RENHE T LT i3 [
A RAEI G T 5L PR A

w,~ ow, Alw A& 3B, A3 ARER TS
A7 TP FE R TS YO0 T AV A ) R,
TSR A7l T YR AL i B Y IR AR A S ]
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